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574 FAoly TuQlo] A &&Al7|=8 24| L, FHELZ 1 wdlo] It JIX|eF AMRA T|Eo]| £
stes £2 P52 o5l JlWoz o FUL s uARge] MAAL HWY & U

26) GDS, TAI Playbook for the UK Government;, “Principle 3: You know how to use Al securely’ %
"Principle 5: You understand how to manage the Al life cycle" &1
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n (@FEE) LLMO| JHRIEEE =Z=oot HIO|HE &4 g0 Yx-= 5l 1ds
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X Delétang, Grégoire, et al. Language Modeling Is Compression. International Conference on
Learning Representations (ICLR), 2024. arXiv:2309.10668. https://arxiv.org/abs/2309.10668
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TRl o EHx MBXL M8 £ e A MG W AT WX Yo

. P F4 JlE AT HY 2
- HTTP 8fiH, 273 3= =
s =X mo|X| 24 7|H M2 HTML SHZ= A3efd 94X
» OEt Efd(meta tag)Z2 =& HIAl EZ| X "noai” 2 "noimageai” MEt E}1 &

HMs| ATg|E 2oz mohg|o Kfct

27) Joint Cybersecurity Information Sheet (CSI), TAI Data Security: Best Practices for Securing Data Used

to Train & Operate Al Systems; ('25.5.) &1

28) 3708 AR AMel QAL (24, 7). I A B AR J1ET AL

29) CAPTCHA(Completely Automated Public Turing test to tell Computers and Humans Apart): <Afo ] of
Aok Zetololest AlQIA] ol w ZHEE R(bot)QIA] BRe] stel ALgsts EJAE Jgow @A
SAEL $AE QYoh 2 B Yo RS oluAE AHet: 5 CHIE B4 EA

30) CNIL, "La base légale de l'intérét légitime : fiche focus sur les mesures a prendre en cas de collecte
des données par moissonnage (web scraping)’, ('25. 6.), “Les mesures obligatoires” 2 "Respecter les
attentes raisonnables" 211, £35] CNILL 7]¥-7]30] robots.txt £ CAPTCHA=Z d|o]g A3 ™o Hstst
A% oAbg BAIE BAAT Ssele AuAAe YRR oA/bsAS AReb) otk ARoz A

rﬂ

o]ol’ 91&S olst @7 = sh}ol ‘o]eldaF mtho] ko] 9L £ 9le
31) ¥ CNIL 49 “Comment les éditeurs de site peuvent-ils protéger leur contenu du moissonnage?” %At
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2. 28 =

[HH

Ho)lE FFoA AFAFOoZ A AR EIF AR YA2aE
R, Al Bdo] ¢hHsta uig A g S A3} }

= 317
A3, W /‘ﬂ}_;g(ﬁne-tuning) 2 3 %(alignment) 5 J/IHS &83 F7)
9l FAEA Hgol AFBYG. o9} B, A2 AZAT
mew wAzg 34, 49, 94 5 999 as0) wdel @)
N2z WA 2702+ Sle Ao e, NAZE g
e FHEA FRAL HAZE 0 AFUTPI,

Mz 7O 2= SFT(Supervised Fine-tuning), RLHF(Reinforcement
Learning from Human Feedback), DPO(Direct Preference Optimization) %;O]
AT - JEEHo] Hoem, HIds GRPO(Group Relative Policy
Optimization)?} Z& A E3H dt&Hta o] FEuUby QLU o5
WA AL

Yt

Il OFX A ZESE Q3 O|M| =T 7| of A

X TSIHE JHAEE M| ALiA,(24.7)
TAI Z2O[HA| 2|23 22| 2, (24.12)
m SFT(Supervised Fine-Tuning)

CHIXIESS TlHo] MY AIE K ESSEOR DNXYSH Mo R, bR K
S MAM3IEE 02| ME AL s Co|EE X7} ot
X (Of) iRl AHdetEs 2= ZEZEQ Cis) BHHE HRSs W82 HotE staAld

m RLHF(Reinforcement Learning with Human Feedback)
- BArp el MM (Reward Model Creation) : Al D2 0| MM3SE S250f AtZHEFEE)O|
We EE £RUE RO, 018 == EMEH'% z

l'

¥ (o) Jhelel AMdes 2= ZEZE
glust=s HEoE= (+1)2 EdE MS

- % Z|%{3}(Policy Optimization): HARUS AIBst0] Al BH| HHE 2|N3f
st B2, F2 ¥Y JeiCelE 2|
=t
E

&ot0 Ol =4F

33) Mireshghallah, Fatemehsadat, et al(2022)9] AF+ZAWE Q&5 7= (2025), "HEAl nEOl Zajo|HA]
2jA3 AT 2 QS upob, ALH A WA
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» DPO(Direct Preference Optimization)

- B&HQ RLHFS| EHEE S=517| flol Metel M= 7|8tk O]
Fine-tuning)2| 7|8 & StLtZ, ArEXF SEHO| Oich &
np2fofEof 2rE
X (O) A2t BEt= SE WOl AS M AEO] AE O M3 B2

£ 49 =EE0 FOX =8 23 mfetl|HE YH0lE

M Z=7 (Preference-based
i Mz E AN ZE

[

= GRPO(Group Relative Policy Optimization)
- DPOS| THAIE 7Hd5t7| flet 7|#ez JiE SEH & HlW oY, od ds=
OS26tn iy ds "ol s g0l

£ =

XN SEM D WA 2N 4+ Yt =O0|X 52

AHY Al Bl sgdolHd EdE AAYRE FB s

A)d 4 (adversarial attack) o st Y& = | ZJ o

dhe FoT FAYUT Al 2de ddez 3 AdE 4
= A

g 50] 80%°] 23dtu, Rdl $HS T B AR ad=
22 545 20%2 AIEE 5 ZgolH A ZHAA Y
d 2+ HefA ol FAHUE

ddd Al REO| Ciet Z2to[H A S Z ApE[3S)

Generated Image Prefix
= : East Stroudsburg Stroudsburg.. . J
(5

| GPT-2 I

Memorized text } v

Corporation Seabank Centre
Marine Parade Southport

Peter

Caption: Living in the light Prompt: =G0m

: Il 7 5
with Ann Graham Lotz Ann Graham Lotz

Fax:

olle

74

Stable Diffusion 2&0jlA 3=&3t 0|0|X|36) LLM2 2 RE FETH 7P R37

» AFEIO Z4M0] =l HIO|HAE &5t A » E78 E8(“East Stroudsburg Stroudsburg...’)=
B0 O[E(Ann Graham Lotz)Th USH=  RSIAF GPT27t SlSH[OE{0] ZStEl T,
O[0|X|E Aot Al Ol & 7HPrEEE =0t Al

34) Kim, Minsu, et al. "Fine-Tuning LLMs with Medical Data: Can Safety Be Ensured?' NEJM Al, vol. 2,
no. 1, 2025, https://doi.org/10.1056/Alcs2400390. (2AIS Q13 3dt= ©HAl0l ASCIl (D]ZAERIREZIE)S
g3) ngnES WYslof ool ARG Sh Y02 mefolujAl Y B

35) &5, A9Y Al wHo] AARARl mejoluiA] Fut JEAA|C] He] B, 2024 7IQVIE. o] S B 1A(24. Vol.1)
36) Nicholas Carlini et al., Extracting Training Data from Diffusion Models, USENIX Security, 2023

37) Nicholas Carlini et al., Extracting Training Data from Large Language Models, USENIX Security, 2021
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olgldt Ade AAEH AlY AHA FHE i Rd FFAAY
AR W7ol ottt S AATEUY. 7 d8] AEH=
walo g Al Rl s AAHI JlFXE 24| HHAS A3

’5']‘% i]‘?‘i‘ EEI'O] ]:H }‘] 7 ]‘%‘_]_' 737‘]'3]'7&"?:'] (Differentially Private Stochastic
Gradient Descent, DP-SGD) o] YL

Xt&2 Z 20|t A|(DP, Differential Privacy) 7|8t ZA}S|ZH38)

= OO|H ofg g0 & ddt= 7[=7(gradient)&
LY HYIZ Hetfd(clipping), O7|0 F=H2]
TO|=E FIIste WAooz 22 HOo|H &7

2238 JF0 2fo RE# ZA0 ot EF sy |

= 20| 2£E2(0): IS O|0|X £28 2Y) my Wﬂ -b=1-1
etz A3t w40l 9o 7Y Ho| sA 7t

AL, X2 7|2 7|(gradient)?t B HH3tE|0f 4

e B DP-SGD MBO| HIHHY & AUrCke

ATE T B

o] o= e B3, HT A3 59 FHoE F=E FEH= A4
% ¥ (knowledge distillation) 7S Zglo|HA] Hofo HEste dF9
PET 71€2 #&st= Wt 5 v 477 A= sy

Al
T2 d85He VI

n 2 XAERL Ve EdEteFE HAS dudstH =¥ Jte)E 284l
Nl E st E= EHE Mosts Eeto| 2Tl PET 7|8z A &
- 59| XNMSFO AHZZEt0[HA|, SSHOIHE Edsts A7 22

% Flemings, James, et al. Differentially Private Knowledge Distillation via Synthetic Text Generation (2024)

- XASHE T80 HAYEIS Al BHOIA 212 Yunleaming)Shs 7| HE S

% Reverse KL-Divergence-based Knowledge Distillation for Unlearning Personal Information in
Large Language Models (2024)

38) TAl mefolujA] 2]A3 o] wEl(24.12)0] $=oR mEE AR Al B mejoluA] 243 A7IE WA
('24.5.~’10., @)Aloxgolct 2 ABOisty) Ay, L2 HollE HA(Unlocking High-Accuracy Differentially
Private Image Classification through Scale, '22.6.) A1

39) “"ANERE ol§slo] AYE BE PAS siAst Y FF - A] AR J1EE Y3H7(25.5. HPHC
DLG &+3)
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Sl ZEZET ool AY NBHR AYS FEFEA B -
Aeste 482 Futh 8 o, 5399 AR o
92E8 e33e 4¥e ¥Ad 4% AP dARe AAR=S
AL A9 BAT 5 9gUth 8, 29 B8 ouput flenS 591
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1

B7h BAE AP 0% AA E
A@RAY A3 FTE AR BAHOE AT + AgFItHo

Sl 2T 0|X TEZTEO0 CHSH TE| Apa4D

L F=RISS8E= 840404-23542900]0F

EASHN|E, TUSKES VS ULS MHL HRE 017|0 BHSIK| ORISR S2p2I04A] TH!
S HEE BSSH= U2 A S22 A28 SHE YO S USLICH

FoIERUSo LS SR8 HEE BE5 HH CSa B =S S5tk 20| SeUdg

1. 702 M B XA : 22420000 MY HWEE Y TLSIX| 0P,

2. 50 245} - 212 HILM S ARILD, O|F VES LTS

3. B7IXY DUEE - XRAL| AB BTML NS H7 /X0 5OIS0] SHIAS HED| UEX|
EHZISML.

4. AR BE M ME E20| ST ZA| T 7 TOf DS

LEGE, QIEF 0)O) RIZE YEE SRMOIN, JHsEH | AEEE e A S8 S50 22I510 et
EXIZ FSHAI?] tFELICH
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40) "Llama Developer Use Guide: Al Protections; (Meta, '25. 4.), “Mitigating risks at the input level" %
"Develop potential mitigation methods at output” &1
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© ZE| oo|HE
- AMEX YEE 22 MY ofo]HET} o|Fo| ChAst ME 00| E(sub-agent)O]
HEotL, Z ofo[HEE 2f oiEe[AHIoldat HSSHALL 2IF MH[AFE 280

g0l WPt CHo] A|l2AJ0 S/E 7t

Ih

WE oo]HES dWel7t HAES| SHEA| XototdH, EH HE S MAE
7k5480| +HEn O MY % £ot BRE 28 - = 2|23 gt

X AMEY SH TR Ee

X[=H2 It M A

AR ATE TR St wlERre g QFHAT AHge @

517] ol@gUth olol, A4F Al AL BPNN G - FrHE
|
‘O

BEH g dAst S AEFHE HA - Hgdste mey
F X (feedback loop)”} WAIBIEojor T AAAR BT, HIFA,
£ A% 59 a4t SedolEy Y 729 Wl we
NFsHAl d&ds 7] Wxeta HAE T 76keE Ul A
F71H o2 3 Aol AFHYUH

malo|A| B3 ZEdh Al OHFA 3} wiX|ola Al

= Future of Life Institute2| Al Safe Index43)

» 2|A3 WIS ffoh = JRA, TEF A EHA, MY S Al CHE I KA
s HarmBench LEAA TH7| =AU T44

» As2tE HEEY =7 E MSots B = g|lA
= JailBreakBench 2 EA4A H7| HIX|0f345)

» LLM & Q0 2EE ez 20 ffst MadE F85t= HA[O=2 Ho|HAl

= MIT Al Risk Repository46)
» AIRE BHEEl 2|AAE ZESID Yateh HO|HH|0|AZ ZafO|HA| I 2ot 2[A3 et

42) "Al Privacy Risks & Mitigations - Large Language Models', (EDPB) % ZJ%8(2025), " §Al Relo] majo|uja]
2jA3 KLk 9 ol ol AW A w
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3) https://futureoflife.org/index, FLI Al Safety Index 2024 (2024. 12. 11.)
4) https://github.com/centerforaisafety/HarmBench
45) https://jailbreakbench.github.io
6) https://airisk.mit.edu
7) GDS, TAI Playbook for the UK Government;, “Principle 4: You have meaningful human control at the
right stages” #t1l
48) OMB(Office of Management and Budget) Memorandum(M-25-21), TAccelerating Federal Use of Al
through Innovation, Governance, and Public Trust;, Section 4(b)Q] i. "Conduct Pre-Deployment Testing" &t
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= OpenAl Business 0| 873X YF (2558 7I1F) x O|8AIUXt & ohy =Y

33 Restrictions. Customer will not, and will not permit End Users to: (a) use the Services or§
Customer Content in a way that violates applicable laws or OpenAl Policies; (b) use the
Services or Customer Content in a way that violates third parties’ rights; (c) allow minors
to use OpenAl Services without consent from their parent or guardian; (52 (h) interfere
with or disrupt the Services, including circumvent any rate limits or restrictions or bypass
any protective measures or safety mitigations for the Services; (0|5t 2 |
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